MATH 373 — Additional Exercises

Chapter 1: Basics of Number Theory

(A1.1) (i) Let p be a prime and let a and b are integers such that ab = 0 (mod p). Show
that either a = 0 (mod p) or b =0 (mod p).

(ii) Find an example to show that there exist integers a,b and n such that ab = 0 (mod
n)but either ¢ = 0 (mod n) nor b =0 (mod n).

(A1.2) Divide 219203 by 101. What is the remainder?

(A1.3) Find the last two digits of 123%02,

11
(A1.4) (i) Find the inverse of < 6 1 ) (mod 26).

(ii) Find all values b such that < 2 1 ) (mod 26) is invertible.
(A1.5) Find all 4 solutions to z? = 133 (mod 143).

(A1.6) Suppose that p is a prime and a € Z, — {0}. Let r = ord,(a).

(i) Show that if for some integer m > 0, we have a™ =1 (mod p), then r|m.

(ii) Show that if for some integer n > 0, a™ # 1 (mod p), then for any factor d of n, a? # 1
(mod p).

(iii) (Do not use Matlab or other computational aid) Apply (i) and (ii) to verify that 3 is a
primitive root of the prime number p = 53047.

(A1.7) It is known that p = 53047 is a prime. Verify that L3(8576) = 1234.

Chapter 2: Classical Ciphers

Unless otherwise stated, in all classical cryptosystem problems, we use the English
alphabet with A — Z represented by the mod 26 numbers 0 - 25, respectively, as shown
below.

A B CDEVFGHTIJ K LMNDNU OPA QRSTUV WX Y Z
01 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25



(A2.1) The following cipher text is encrypted by a shift cipher ycvejqwvhgtdtwvwu. Decrypt
it.

(A2.2) The following cipher text is encrypted by a shift cipher Icllewljazinnzmvyiylhrmhza.
Decrypt it (by guessing a key).

(A2.3) The following cipher text is encrypted by an affine cipher edsgickxhuklzveqzvkxwkzukcvuh.
Suppose we know that the first two letters of the plain text are if. Decrypt it by finding the
deciphering key.

(A2.4) Caesar wants to arrange a meeting with Marc Anthony, either at the Tiber (the
river) or at the Coliseum (the arena). He used a shift cipher to send the cipher text EVIRE
to Anthony. However, Anthony lost the key and so he tries all possibility. Where will
Anthony meet with Caesar?

(A2.5) (Hill Cipher)
1
(i) The ciphertext YIFZMA was encrypted by a Hill cipher with matrix ( EQ) 33 > Find

the plaintext.
(ii) The ciphertext GEZXDS was encrypted by a Hill cipher with a 2 x 2 matrix M. The
plaintext is solved. Find the encryption matrix M.

(A2.6) Alice is sending a message to Bob using one of the three cryptosystems: (i) shift
cipher, (ii) affine cipher, and (iii) Hill cipher (with a 2 x 2 matrix). In fact, Alice is bored
and her plaintext consists of the letter a a few hundreds times. Eve knows what system
Alice uses but not the key. Eve intercepts the ciphertext. For each of the system (i), (ii)
and (iii), explain how Eve will recognize that the plaintext is one repeated letter and decide
whether or not Eve can deduce the letter and the key.



Project 1: Do each of the following. Note that the alphabet varies as the problem
changes. Computational aid such as calculators and matlab may be used.

(A) Exercise: You intercepted the message "I IWGVIEX!ZRADRYD” . You know that a
linear enciphering transformation is being used with a 29-letter alphabet, in which A-Z have
numerical equivalents 0-25, blank = 26, 7 = 27, ! = 28. You further know that the last
five letters of the plaintext are "MARIA” Find the deciphering matrix A~! and the full
plaintext message.

(B) Exercise: You intercepted the message "KVW? TAIKJB?FVR .” (The blanks after
? and R are part of the message, but the final . is not.) You know that a linear enciphering
transformation is being used with a 30-letter alphabet, in which A-Z have numerical equiv-
alents 0-25, blank = 26, 7 = 27, ! = 28, .=29. You further know that the first six letters of
the plaintext are ”C.I.A.” Find the deciphering matrix A~! and the full plaintext message.

Project 2: With a 27-letter alphabet, in which A-Z have numerical equivalents 0-25 and
blank = 26, design an RSA by yourself to first encrypt the following message | MADE IT
using blocks of size 3 (trigraphs), and then to decrypt it into plain text. (No credit for
solutions not following the instructions).

Requirements: Choose two distinct primes p and ¢ neither of which is not less than
2008, and let n = pq. Select your own e and compute your d. Primes can be chosen from

http://www.math.wvu.edu/"hjlai/Teaching/Math373-578/prime.htm

Your answers should have each of the following:
(i) The system parameters: Your choices of p and ¢, and ¢(pq).
(ii) The encryption key Kr = (n,e) and the decryption key Kp = (n,d).
(iii) The encoding process: the cipher text, and the matlab process to indicate how the
encryption is done.
(iv) The decoding process: the matlab process to indicate how the decryption is done.

Chapter 4: Public Key Ciphers

These exercises might require us to review the materials lectured. Some of them ((A3.1)
and (A3.4)) do not have a unique answer. You are expected to use your own words to tell
what you think in (A3.1), and what you decide to do in (A3.4) when you encountered such
problems. Your credit will be given to the reasons you used to support your conclusions.

(A3.1) Suppose that n = pgr is the product of three distinct primes. How would an RSA-
type of cryptosystem work in this case? In particular, what relation would e and d satisfy?
From a view point of a cryptosystem designer, what do you consider as advantage and
disadvantage in using more primes than just use two primes in an RSA system?



(A3.2) Alice wants to sign the message one. She uses a 3-digit base-26 number m; =
151405 = (15 14 05)96 to represent the plain text of her message. She chooses p = 225119
and a primitive root @ = 11 (mod p), and her secret key e (not telling us). She computes
b=a® = 18191 (mod p). She then chooses a secret r, and computes h = a” = 164130 (mod
p). Then she computes

g1 = (mq — ehy)r~t = 130777 (mod p — 1).

and sends her signed message (mq, (h1,91))) = (151405, (164130, 130777)) to Bob.

Alice then also sends her second message (ma, (he, g2)) = (202315, (164130, 164899)) to
Bob, using the same e and r. (Here mas = (20 23 15)96, meaning two).
Consider the following problems, assuming that Carol knows that an ElGamal signature
scheme has been used by Alice.
(i) Carol intercepts both messages. How Carol recognizes that Alice did not change the
value r?
(ii) Carol then recognizes that she can computes (g1 — g2)r (mod p — 1) without knowing
the value of r. How can this be done?
(iii) How can Carol use her computation in (ii) to find the two possible values of r? (Hint:
these two possible values are r = 239 and r = 112798. Explain how these can be found and
do the math to find them).
(iv) How does Carol know which of the two possible values of 7 is the one used by Alice?
(If you have trouble knowing this, go through the process of the ElGamal Signature and
see what can be found in the public, and then try to make use of the publicized facts).
(v) Once Carol finds r, how can she use the value of 7 to find Alice’s secret key e? What is
the value of e?

(A3.3) Suppose we are trying to factor n = 642401, and we have observed the following
516107% = 7 (mod n) and 187722% = 2% .7 (mod n).

Use the observed information to factor n.

(A3.4) Suppose that there are two users on a network, both are using RSA ciphers, with
encryption keys (ni,e1) and ng, e2, respectively. If we happen to know that n; and ng are
not relatively prime, can we use this piece of information to break their systems?



(A3.5) (This exercise tells us that we can modify the RSA to give another version of RSA.
Graduate students should do all. Undergraduate students can assume the truth of (i)-(iii)
and do (iv) and (v) only). Let p and ¢ be distinct primes and let n = pg. Suppose that the

integer x satisfies ged(z,n) = 1.

(i) Show that 25 =1 (mod p) and 25 =1 (mod q).
(n)

(ii) Use Part (i) to explain why 255 =1 (mod n).

(iii) Use Part (ii) to explain that if ed = 1 (mod @), then ¢/ = z (mod n).

(iv) Describe a cryptossytem using (i)-(iii) above. Clearly indicates how to make the publi-
cized encryption keys, and the secret decryption keys, and tell Alice and Bob how they can
use your system to make secret communications. Why Carol cannot easily find the message
Alice send to Bob via your system?

Chapters 5,6: Primarity Tests and Factorization
(A4.1) (a) Suppose you know that

333352 = 670705093 (mod 670726081).

Use this information to factor 670726081.
(b) Suppose you know that

3% = 670726078 (Tmod 670726081).

Can we use this information to factor 6707260817

(A4.2) Suppose you know that
8805252 = 2,2057202% = 3, 6485812 = 6,668676° = 77 (mod 2288233).
Can we use the given information to factor 22882337

(A 4.3) Factor n = 618240007109027021 by the p — 1 method. If this number is too big for
your Matlab to handle, factor m = 670726081 instead using the p — 1 method.

Chapter 6: Elliptic Curves and Construction of (Small) Finite Fields

(A6.1)
(1) Find all points on the elliptic curve E given by

y2—|—yzx3+x(mod 2),

over the field Zs. (Answer: E = {(0,1),(1,0),(1,1),(0,0),0}.) Compute (0,0) + (1,1),
(0,0) +(0,0) + (1,1).
(ii) Find all points on the elliptic curve E given by

y> =23 + 22 — 1 (mod 5),



over the field Z5. (Answer: E = {(0,+£2),(2,+1), (4,%£1),0}.)
Let P =(2,1) and Q = 4,4). Compute 2P and P + 2Q.

(A6.2) Find all points on the elliptic curve E given by
y? = 2 + 4z + 4 (mod 5),

over the field Z5. (Answer: E = {(0,+2), (1,+2),(2,0), (4, £2),0}.)

Let P =(1,2), @ = (2,0) and R = (4,3). Compute 3P, P +2Q and P + @ + R. Find the
orders of P, ) and R, respectively.

(A6.3) Find all points on the elliptic curve E given by
y?> =23 — 2 (mod 7),

over the field Z~.

Let P = (3,2), @ = (5,5) and R = (3,5). Compute 2P, P+ @ and P + @ + R. Find the
orders of P, @ and R, respectively.

(A6.4) The points (3,5) and (3,—5) are both on the elliptic curve y* = 23 — 2 over the
rational number field. Find the third point with rational coordinates that also lies on this

curve.

(A6.5) (Useful computing skills)

(i) Show that if for some x, P = (x,0) is a point on the elliptic curve, then 2P = O.

(ii) Let E be an elliptic curve given by y? = 2% + 1 over the the rational number field. Let
Q@ = (2,3) be a point on E. Show that 6Q = O (Hint: a quicker way to do it is to use Part
(i) with P = 3Q).

(iii) When you do Part (ii), did you get 2Q) # O? How do you use your computations on
2@ and 3Q to conclude that the order of ) is 67

(A6.6) (a) Factor n = 35 by the elliptic curve method by using the elliptic curve y? = 23426
and calculating 3 times the point P = (10,9).

(b) Factor n = 35 by the elliptic curve method by using the elliptic curve 32 = 23 4 5z + 8
and and the point P = (1,28).

(A6.7) Suppose that we want to factor a composite number n by using the elliptic curve
method. We start with the curve y? = 223 — 4z (mod n and the point P = (2,0). Will we

be successful? Why yes or why not?

(A6.8) Let E be an elliptic curve and let P, @, R are points on E. Show that P+Q+ R = O



if and only if P @ and R are on the same line (we call that P, @, R are collinear).

(A6.9) (For Graduate Students) Let p = —1 (mod 3) be a prime.

(i) Show that there exists an integer d such that 3d =1 (mod p — 1).

(ii) Show that for integers ab and b, a® = b (mod p if and only if a = b? (mod p).

(iii) Show that the curve 2 = 23 4+ 1 (mod p) has exactly p + 1 points (including the point
O at the infinity).

(iv) Suppose further that for some prime ¢, p = 6¢ — 1. Show that there exists a point P

on the elliptic curve E = {(x,7)|y? = 22+ 1 (mod p) }U{O} such that Py # O but ¢Py = O.

(A6.10) Let P be a point on the elliptic curve E mod n.

(i) Show that there are only finitely many points on E, and so P has only finitely many
distinct multiples.

(ii) Show that if there are integers ¢ > j > 0 such that iP = jP, then (i — j)P = O.

(iii) Let k& denote the order of P. (Recall that the smallest positive integer k such that
kP = O is the order of P). Let m be an integer such that mP = O. Show that k|m.

(iv) (Graduate students only) For any point P on FE, show that the number of point of E
is a multiple of the order of P.

(A6.11) (Elliptic curve version of digital signature scheme). Alice wants to sign
a message m, which is an integer.

Preparing the system: Alice choose a prime p and an elliptic curve £ mod p. The
number n of points on E is computed, and a (usually large) prime factor ¢ of n is found.
Alice picks a point A (# O) on E such that ¢A = O. (In practice, this is done in the
following way: Pick a point A" € E — {O} with order n’. Find a large prime factor ¢ of
n’. Let A = (n'/q)A’. The qA = O, as desired). It is assume that 0 < m < ¢. Alice
chooses a secret integer a and computes B = aA. Then she publicizes these parameters:
p,,E . q, A, B.

Signing Process:

(A1) Alice chooses a random integer k with 1 < k < ¢ and computes R = kA = (z,vy).
(A2) She then computes s = k! (m + ax) (mod q).

(A3) Now she sends the signed message (m, R, s) to Bob.

Verifying Process: Bob does all of the following:

(B1) Computes u; = s~ !m (mod ¢) and uz = s~ 'z (mod q).
(B2) Computes V = uj A+ usB.

(B3) Accepts the signature if V' = R.

Questions and Problems:



(i) Show that the verification equation holds for a correctly signed message. Where is the
fact that ¢A = O used?

(i) Why does k~! (mod q) exists?

(iii) If ¢ is large, why is there very little chance that s~! does not exists mod ¢? How do we
recognize the case when it does not exist? (If this does happen, Alice will have to choose
another k).

(A6.12) (For Graduate Students) Let a,b € Z be integers such that gcd(a,b) = 1. Assume
that a = —1 (mod 4) and b = 0 (mod 32). Let f(z) = z(x —a)(z — b) and let E denote the
elliptic curve given be the equation y?> = z(z — a)(z — b) over the real numbers.

(i) Let p be a prime. Show that the cubic polynomial f(x) cannot have a triple root mod
p. (That is, we cannot find a mod p residue ¢ such that f(z) = (z — ¢)* (mod p).)

(ii) Show that the substitution

T = 4$17y = 83/1 +4‘Tla

changes the curve F to Ej given by

9 3 —b—a—-1 4 ab
y1+x1y1:x1+fx1+fx1.

(iii) Show that the reduction mod 2 of the equation for F is
Y+ ziy = o} + ead

for some e € Zs.

(iv) Let d be a constant and consider the line y; = dx1. Show that if d? + d = e, then the
line intersects the curve in Part (iii) to order 3, and if d®> + d # e, then the line intersects
the curve to order 2. (That is, the point of intersection represents a root of multiplicity 2
in the related equation).

(A6.13) (For Graduate Students) Consider the y?> = 3 + ax? with a # 0. Let y = max
be a line through (0,0). Show that the line always intersects the curve to order at least 2,

2

and show that the order is 3 exactly when m* = a. (In other words, the point at intersec-

tion represents a root of the same multiplicity as the indicated order in the related equation).

(A6.14) Construct a field of 16 elements by indicating the list of its elements and its addition
and multiplication table.

(A6.15) (Elliptic Curve Cryptosystem )

(A) (Decoding Practice) Bob uses an elliptic curve y?> = 2% + 116522 + 11483 (mod p),
where p = 17431 is a prime, with a base point B = (5,12). He picks his secret key r = 7
and published his encoding keys rp = (11638, 1159). Alice uses Bob’s public keys and send



a cipher text D = (13872,2359) with a clue C' = (7838, 13320). Find her plain text.

(B) (Encoding Practice) Suppose that you and your friends have decided to use an elliptic
curve cryptosystem with the curve y> = 2% + x (mod 17). First you play the role as the
receiver. So you select your secret key r, a based point B, and publish rp. (Your answer
should have both r, B and rp here). Then you play the role as the sender. So you choose
a message (which can be just one letter) M, the sender’s secret key k and then publish the
clue C and the cipher text D. (Your answer here should have k, C' and D). (Hint: All the
points on this elliptic curves are listed in Lecture Notes (11.11).)



Find all points on the elliptic curve E given by
2 - .3
y*+y=x"+z (mod 2),

over the field Zy. (Answer: E = {(0,1),(1,0),(1,1),(0,0),0}.) Compute (0,0) + (0,1),
(0,0) + (1,1), (0,0) + (0,0) + (1,1).

The line through (0,0) and (0,1) has equation = 0. Substitute x = 0 in the equation
y? +y =23+ 2 over Zy to get y> +y =0, or y(y + 1) = 0. This tell us nothing but that
(0,0) and (1,0) are one this line. However, as = = 0 is a vertical line, the infinity point O
is also on the line and is the third point of this line, and so (0,0) + (0,1) = O.

The line through (0,0) and (1, 1) has equation y = x. Substitute y = x into the equation
y2 +y= x® +  over Z5 to get 2+ =a3+ x, or 3 — 2% = m2(a: + 1) = 0. Therefore, we
have three solutions z = 0,2 = 0 and z = 1. In other words, (0,0), (0,0) and (1, 1) are three
points on the same line y = z. (The fact that (0,0) appears on this line twice indicating
that this line is tangent to the curve at (0,0), and intersecting (1,1) on the curve. ) Using
the property stated in Problem (A6.8) with P = @ = (0,0) and R = (1,1), we conclude
that

(0,0) + (0,0) + (1,1) = O.

Since (0,0) + (0,1) = O, we conclude that (0,0) + (1,1) = (0, 1).
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